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e Cloud Trend & Components
= Public Cloud vs Private Cloud
= Cloud Services

= JaaS Key Components

- Experience and Lessons
= From the scratch
= Automation (No Human errors)
= Cross Layer Optimization
= DevOps
= Reducing Virtualization Overhead
= High Availability
= Hybrid Cloud
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Cloud Trend (1/3) Bo 2S48 THTS

amaZzon
web services"

Hl \icrosoft

Bl Azure

G()Ogle Cloud Platform

SOF TLAY=R' (D rackspace.

an IBM Company the open cloud company
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Cloud Trend (2/3)
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VS (Private Cloud

Privately Shared
Virtualised Resources
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Concerns With PUinc CIOUd SAMSUNG OPEN SOURCE CONFERENCE

Concerns With Public Cloud Computing
| LOSS Of ContrOI Of Data What are your top three concerns

Uptime [ 13  (in priority order) with external
cloud computing services?
Skils W 7
(]
u Secu r|ty Security and privacy [N | © 0
Regulatory compliance NN -3

Performance [N 55

. LOCk-in Lock-in S 32

Integration N 4 WEiqPTre-dB:cu'as'
1+ priority = 3
. Immaturity I 55 2re priatity = 2

3 priority =1

= General vs Customized N — e
Source: Gartner Survey Gartner
= Performance
Graph : Concerns about Public Cloud Computing
u C O St S We have no security concerns P 7%
Data center security tools don’t work in the cloud 14%

[ ] etc Achieving compliance with PCI or other standards 21%

Provider access to guest servers F 8%
Lack of perimeter defenses and/or network control — 23%
Multi-tenancy of infrastructure or applications — 20%

Other _ 6%
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Cost EffiCien cy SAMSUNG OPEN SOURCE CONFERENCE

Public Cloud
Cost

Private Cloud

Private Cloud’

In-House
ODM
H OW? DevOps
 etc
>
# of VMs/Servers

Because it was cheaper, or because they were able to gather more
information than they could in the public cloud.

Zynga is able to use only one server to every three servers it would have
used in the public cloud. Zynga CTO
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Cloud Trend (3/3) H8 2o TR

Building Private Cloud for their own services

Simple, Secure Sharing
from Anywhere.
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Hybrid Cloud = Public Cloud + Private Cloud

e "
= 1
———
|
e .
JE—— AWS Direct Connect
|
— amazon
C— webservices
C—
—
—
Your Data Center
—_
Amazon 53
Users - p R )
I Gateway VM :
P | N N
=] Ll :
«— 12| iscsi g[%j E%] =
= :
= - !
Client = Cache Upload : | — .
Starage Buffer : ——
Volume Storage Snapshots
Application Hypervisor .
L D
Server
L Host
Storage Area Network, Network
L Attached, or Direct Attached Storage
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S/W Stack to build Private Cloud B 2o THRS

User Portal

Cloud APIs

Cloud OS / Datacenter OS

Hypervisor Docker Bare-Metal
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Key Com ponents S?MSCJNG OF:EN SOU_RCEI(;)NFEFIE_EIE

* Datacenter OS / Cloud OS

n . Eucalyptus

Systems
nputing ODenStaCk Y
J

CLOUD SOFTWARE
Windows Azure'

vmware LS

* Hypervisors

XenServer AKVM

Open Source Virtualization

.,
Linux L,‘j"
erver Windows Server
yper-
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Is There Really a Winner?

CloudStack vs OpenStack
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Designing for an Cloud-style workload Hg 2 2T~
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Amazon-Style Availability Zone Hypervisor
Software Defined Networks
(e.g., Security Groups, EIP, ELB,...)

Storage

Server Server Server Server Networking

Racks Racks Racks Racks ]
L3 SDN based L2 Elastic IP

Network Services

Security Groups GSLB

Elastic Block Storage Multi-tier Apps

3" Party Tools (e.g., Ri )
ghtScale, Scalr) CloudFormation

Server Server Server Server
Racks Racks Racks Racks

Server Server Server Server
Racks Racks Racks Racks
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Experience and Lessons
From Production
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Public Cloud / Managed Hosting Colocation

amazon
web services™

&&\/SCloud

SOFTLAY=R

an IBM Company
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Colocation

SAMSUNG OPEN SOURCE CONFERENCE

Al & 7| E Infra =& CHAL A{H| A |
= X|: o= = 1% Ol= (S5X9) = AL AH|A
= 15: 000CH = 0: 000CH
- E%: = EX
- Colocation 7|t} Cloud Infra - Hybrid Cloud 7|& L} {3}
- Cloud A7 & 3= 7|= WHxH3} (Amazon AWS + Private Cloud)

Cloud Infra Deployment

il o et it - :f
- - | i ST
- :.r___ - b VH T i — .-"""'“""':-'““'-;"-r b -
- il .
i r % — =t
i, P ".,_/_f.- [ Py
s N ‘ e & }% ]
‘-_ ‘“"‘—"-__ " # = %A-I—?— My, ] -
“ e’ .-"’f‘*-.r' 2 ~
o - N .
('/ e ek i S
| — o
_._.J"‘r‘ —
‘:rf " ";rf
T

SOsCcon



Mg QEAA HTRA

Sa msu n g M Obile SerVice SAMSUNG OPEN SOURCE CONFERENCE

= [_atency critical Application
= Personalization (1/O)
= Heavy Engines

Secured Connection
= Ktc...
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Lessons we learned

= From the scratch

= Automation (No Human errors)

= Cross Layer Optimization

* DevOps

= Reducing Virtualization Overhead
* High Availability

= Hybrid Cloud
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Start from scratch (1/3) AV QEAA FiTfRAA
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= Design =@ Building =» Optimizing

Cloud workloads

Traditional-Style Amazon-Style
Reliable hardware, backup entire Tell users to expect failure.
cloud, and restore for users when Users to build apps that can
failure happens withstand infrastructure failure
Link Aggregation VM Backup/Snapshots
Storage Multi-pathing Ephemeral Resources
VM HA, Fault Tolerance Chaos Monkey
VM Live Migration Multi-site Redundancy
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Start from scratch (2/3) A QEAX FATA
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= Design =» Building =» Optimizing
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Start from scratch (3/3) B 2o MRS

= Design =» Building =» Optimizing

" End
User UI

s

( M‘l:'l*‘" ) 4 Clustered

7 Domain CS Admin & ClOUdStaCk
Admin End-user ARI

i Management ssore QM e i) §

‘ Server
Clouir }

{AP1 client (Fog/etc)}

ec2 API

CloB® user
{ec2 APl client }

")
Ajax > HIIPS
iﬂuser

O
I

{PRpxied} SSH

HYTP (Tegmplate Download)
HLJP (Template Copy)
(Swift}
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Automatlon (1 /2) S?MSCJNiF:EN SOURCEI(;)JI;ILJEFIE_ENCE

Server Server Server Server
Racks Racks Racks Racks

Server Server Server Server
Racks Racks Racks Racks

Barcode Mode OneDBarcode

460 460 46U 46U 460 460 26U
Networkl Network2 MGMT 104 105 106 107
switch : 0 switch : 0 switch 2 1 switch @ 1 switch : 1 switch : 1 switch 2 1
server : 0 server : 0 server : 12 server : 20 server : 20 server : 20 server : 20
nas : 0 nas : 0 nas : 0 nas : 0 nas : 0 nas : 0 nas : 0
etc:0 etc 10 etc: 0 atc: 0 etc: 0 etc: 0 etc: 0
46U 450 46U 46U 26U 46U
108 110 111 112 113 114 115
switch : 1 switch : 1 switch : 1 switch : 1 switch : 1 switch z 1 switch : 1
server : 20 erver : 20 server : 20 server : 20 server : 20 server : 20 server : 20
nas : 0 nas : 0 nas : 0 nas : 0 nas : 0 nas : 0 nas : 0
etc:0 etc:0 etc: 01 etc:0 etc:0 etc:0 etc:0
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Automation (2/2) SAMSUNG OPEN SOURCE CONFERENCE

Hypervisor/
MGMT Server Baremetal
. Hypervisor.
Config Server Bgrimetm/
T
Web Server
Q L2/L3 Switches
0
TFTP Server m Hypervisor/
Baremetal
DHCP Server .
Hypervisor/
W Baremetal

L
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Cross Layer Optimization SAMSUNG OPEN SOURCE CONFERENCE

* T Layer0f| Cli St O|5H= E+XH Y.

Management i

Application server B Router
’f
= Firewall
Platform o e Load Balancer
Core Switch
Cloud OS
ToR
. = = B =
Hypervisor | | | |
Servers ’-' ’-' ’-' e ’_, Secondary
/J ’J ’J ’ Storage
Servers Storage S~ = =3
3] 8 8 8§
POD1 POD2 POD3 PODK
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= Failures ('14. 11 ~)

Hard Disk RAID Memory Network Human Error

1 0 0 0  ©O

Production H|: 2012'A 0O FH| &

e Server failure comes from

O 1 70% - hard disk
O 1 6% - RAID controller

1 5% - memory

Annual Failure Rate of servers 11 18% - other factors

Kashi Venkatesh Vishwanath and Nachiappan  Application can still fail for other reasons
Nagappan, Characterizing Cloud Computing "] Network failure

Hardware Reliability, SoCC'10 1 Software bugs

1 Human admin error
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Netwo rk Th rou g h p Ut Com pa rison SAMSUNG OPEN SOURCE CONFERENCE

Network throughput

Gbps 10

Xen(HVM) Xen(PV) KVM(w/ VirlO) Amazon Native

- H/W: E5-2670, NIC: Intel 10Gb 82599, 192GB RAM, OS : CentOS 6.4 (64bits)
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Reducing Virt. Overhead: TCP Offloading K i

» Low CPU Overhead : By reducing the number of packet processing operation
= Para-virtualized net. of Xen incurs high network performance overhead (Virtual
interrupt mechanism)

-~
H8 HE8 =
Application Application
Application data Application data
_______________ ) 4 | | 4 |
TCP TCP
TCP segmenis TCP segments
0s I IERNENNERENNER 0S I | 1
P IP
packet IP datagrams packet IP datagrams
capture 7Y l O ) (2 (W s (i ) (= ] capture 7 l il i
Metwork Driver}- Metwark Driver 1
Ethermet | . TTTTTITTTT -
NIC Ethemnet frames NIC - e Ethemnet frames
l (] (T ) (T () [T ' ! (] (=] (T (T (s ]

segmentation

SOsCcon



Reducing Virt. Overhead: SR-IOV (1/2) e e

= No I/O Overhead : High performance by completely bypassing the hypervisors
= Direct Access : Mapping virtual functions in NIC to individual VMs
= Low latency : Enabling VM to achieve near-Baremetal network 1/0 performance

Architecture Diagram Features & Non-functional Spec.
Legacy Virtual Network ( SR-IOV L * Network Performance improvement (x4)
» Performance improvement in Web services,
% 3 i ¥ VF Driver m . 4o
A distributed systems
T ’(jjjj:j;;;jgggsj::jj]l  Environment: XenServer, CentOS 6.4+
—— gy Gbps
Rx Tx 15 10GbE 1I/0 Performance (VMM Bandwidth)
v ]
] ® Normal VM
\, 4 10 )
1 7% M SR-IOV VM
> ] M Baremetal
Virtual Ethernet Bridge .
H/W Ethernet Controller H/W Ethernet Controller 0
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Reducing Virt. Overhead: SR-IOV (2/2) o8 2EaM THTA

Bandwidth for a single TCP steam

Number of Guest VMs on a Host
Network Sum
1 2 3 4 5

2.189 - - - - 2.189

0.968 1.260 - - - 2.229

PV 1.031 0.608 0.958 - - 2.596

0.631 0.637 0.627 0.629 - 2.524

0.703 0.427 0.493 0.517 0.456 2.595

9.328 - - - - 9.328

4.729 4.909 - - - 9.638

Samsung Tt T 3004 | 2,971 i i 9.679
Solution

2.345 2.405 2.501 2.354 - 9.606

1.953 1.973 1.986 1.927 1.823 9.662
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Netwo rk Th rou g h p Ut Com pa rison SAMSUNG OPEN SOURCE CONFERENCE

Network throughput
Gbps 10

ITTTTTTEEEEEEEETETEEEEEETTY
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Xen(HVM) Xen(PV) KVM(w/ : TCP Amazon Samsung : Native

VirlO) : Offloading :

- H/W: E5-2670, NIC: Intel 10Gb 82599, 192GB RAM, OS : CentOS 6.4 (64bits)
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Live Migration on SR-IOV e

» QHIM O 2 SR-IOV A2 A| VM Migration &7}
* From one host to another host when using SR-IOV

N

»

Guest VM

PV driver
(Netfront driver)

i i

i i

i i

i i

i i

i i

i i

i i

1 ! 1

g AN /| Step3. |

! Sten 2 1 Live |

E Netback driver Hot ulzlpiug {Migration : WEUENEINGE | Step 4. Hot Plug

i =) i =) :
X I X I
: vSwitch g i : vSwitch g i
i : i :
E Physical driver : : Physical driver :
i : i :
: Hypervisor : : Hypervisor :
i : i :
| I | I
4 Nic R 10 : L Nic 0 i
UL | - U |
! Host 1 | ! Host 2 .
L e e e e e e e e e e e e e s s == s
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Throughput Comparison during Live Migration =8 242 THR=

10000
9000
8000
7000
6000 | Migration
PV DeV| ce start Service down Service up

E

| | \

Throughput (Mbps)
g

g

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Time (s)

10000
9000 = ’

8000

7000 Migration start

6000 /
Service down Service up

5000
- l \\
3000

2000

Samsung
SR-10V

Throughput (Mbps)

1000

0

0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Time (s)
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High Availability B 2o MRS
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« M0|=3} 7+ (Active-Active 3£)

« MLAG: Single Point of Failure HX| %7%7 g?g?

| ] [
= = = W=
0 g 0 g

4 O % « Bugs in failover mechanism

* Incorrect configuration

- LACP: HA U CHSIZ 3a

Effectiveness of network redundancy _
in reducing failures * Protocol issues such as TCP back-off,

Philliva Gill, Navendu Jain, and . timeouts, and spanning tree reconfiguration

Nagappan, Understanding Network Failures
in Data Centers: Measurement, Analysis and
Implications, SIGCOMM 2011
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Hybrid Cloud (2/2)

/Public Cloud (of0}E DC)

~

( \
| . |
Online I
¢1 Platform | 2% Common
II Platform
/4 \----—’

x| e x| DC

Full Common
Platform

Online

Platform

Batch Platform

MAZH
M
ArR

2L|E

4

Hybrid Cloud

T
Mg QEAA HTRA
SAMSUNG OPEN SOURCE CONFERENCE

2| M1

SCALR

Cloud Management

Services

Poller:
Scaling
manager
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CIOUd EVOIution SAMSUNG OPEN SOURCE CONFERENCE

App B
Bins/Libs
App B
Guest OS
Bins/Libs

Hypervisor Docker Engine

Host OS
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SAMSUNG OPEN SOURCE CONFERENCE

Growing number of cloud
services

Consumers and enterprises
turn to the cloud
Investments in data traffic

Automation and flexibility

Aggressive Investment

SOsCcon
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