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Overview and Concepts[]

« Object Storage AP| overview

« Swift Architectural Overview

« The Rings

« Storage Policies

« The Account Reaper

« The Auth System

« Replication

« Rate Limiting

« Large Object Support

« Object Versioning

« Container to Container Synchronization
« Expiring Object Support

« CORS

« Cross-domain Policy File

« Erasure Code Support

« Using Swift as Backing Store for Service Data
+ Associated Projects
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Overview and Concepts 0

« Object Storage AP! overview

» Swift Architectural Qverview

« The Rings

« Storage Policies

« The Account Reaper

« The Auth System

« Replication

« Rate Limiting

« Large Object Support

« Object Versioning

« Container to Container Synchronization
« Expiring Object Support

« CORS

« Cross-domain Policy File

« Erasure Code Support

« Using Swift as Backing Store for Service Data
. Associated Projects
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Developer Documentation

o Development Guidelines

e First Contribution to Swift
Adding Storage Policies to an Existing SAIO
Auth Server and Middleware

Middleware and Metadata
Pluggable On-Disk Back-end APIs
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SAIO - Swift All In One

Instructions for setting up a development VM

This section documents setting up a virtual machine for doing Swift development. The virtual machine
will emulate running a four node Swift cluster. To begin:

e Get an Ubuntu 14.04 LTS server image or try something Fedora/CentOS.
e Create guest virtual machine from the image.
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Using a loopback device for storage

If you want to use a loopback device instead of another partition, follow these instructions:

1. Create the file for the loopback device:

sudo mkdir /srv
sudo truncate -s 1GB /srv/swift-disk
sudo mkfs.xfs /srv/swift-disk

Modify size specified in the truncate command to make a larger or smaller
partition as needed.

2. Edit /etc/fstab and add:

/srv/swift-disk /mnt/sdbl xfs loop,noatime,nodiratime,nobarrier,l

3. Create the mount point and the individualized links:

sudo mkdir /mnt/sdbl

sudo mount /mnt/sdbl

sudo mkdir /mnt/sdbl/1l /mnt/sdbl/2 /mnt/sdbl/3 /mnt/sdbl/4

sudo chown ${USER}:${USER} /mnt/sdbl/*

for x in {1..4}; do sudo ln -s /mnt/sdbl/$x /srv/$x; done

sudo mkdir -p /srv/1/node/sdbl /srv/1l/node/sdb5 \
/srv/2/node/sdb2 /srv/2/node/sdbé \
/srv/3/node/sdb3 /srv/3/node/sdb7 \
/srv/4/node/sdb4 /srv/4/node/sdb8 \
/var/run/swift

sudo chown -R ${USER}:${USER} /var/run/swift

# **Make sure to include the trailing slash after /srv/$x/*#*

for x in {1..4}; do sudo chown -R ${USER}:${USER} /srv/$x/; done

SOsCcon
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Getting the code

1. Check out the python-swiftclient repo:

cd SHOME; git clone https://github.com/openstack/python-swiftclie]

2. Build a development installation of python-swiftclient:

cd $HOME/python-swiftclient; sudo python setup.py develop; cd -

Ubuntu 12.04 users need to install python-swiftclient's dependen ke t e@
p

installation of python-swiftclient. This is due to a bugiﬁ er vel tu

tools:
cd $HOME/python~swif%r\sudo @tall -r requirements.txt
0 i

3. CEV j :
it one https://github.com/openstack/swift.git

4. Build a development installation of swift:

cd SHOME/swift; sudo pip install -r requirements.txt; sudo python

Fedora 19 or later users might have to perform the following if development
installation of swift fails:

sudo pip install -U xattr
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Developer Documentation

Development Guidelines

SAIO - Swift All In One

First Contribution to Swift

Adding Storage Policies to an Existing SAIO
e Auth Server and Middleware

Middleware and Metadata

e Pluggable On-Disk Back-end APIs
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Creating Your Own Middleware

The best way to see how to write middleware is to look at examples.

Many optional features in Swift are implemented as Middleware and provided in
swift.common.middleware, but Swift middleware may be packaged and distributed as a separate
project. Some examples are listed on the Associated Projects page.

A contrived middleware example that modifies request behavior by inspecting custom HTTP headers
(e.g. X-Webhook) and uses System Metadata to persist data to backend storage as well as common
patterns like a get_container info() cache/query and wsgify () decorator is presented below:

SOsCcon
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class WebhookMiddleware(object):

def _ init_ (self, app, conf):
self.app = app
self.logger = get_logger(conf, log_route='webhook')

Qwsgify
def _ call_ (self, req):
obj = None
try:
(version, account, container, obj) = \
split_path(req.path_info, 4, 4, True)
except ValueError:
# not an object request
pass
if 'x-webhook' in req.headers:
# translate user's request header to sysmeta
req.headers[SYSMETA WEBHOOK] = \
req.headers[ 'x-webhook' ]
if 'x-remove-webhook' in req.headers:
# empty value will tombstone sysmeta
req.headers[SYSMETA WEBHOOK] = "'
# account and object storage will ignore x-container-sysmeta-*
resp = req.get_response(self.app)
if obj and is_success(resp.status_int) and req.method == 'PUT':
container_info = get_container_info(reqg.environ, self.app)
# container info may have our new sysmeta key
webhook = container_info[ 'sysmeta'].get('webhook')
if webhook:
# create a POST request with obj name as body
webhook_req = urllib2.Request(webhook, data=obj)
with Timeout(20):
try:
urllib2.urlopen(webhook_req).read()
except (Exception, Timeout):
self.logger.exception(

'failed POST to webhook #s' % webhook)
else:
self.logger.info(
'successfully called webhook £s' % webhook)

if 'x-container-sysmeta-webhook' in resp.headers:
# translate sysmeta from the backend resp to
# user-visible client resp header

resp.headers[ 'x-webhook'] = resp.headers[SYSMETA WEBHOOK]
return resp

def webhook_factory(global conf, **local_conf):
conf = global conf.copy()
conf.update(local_conf)
def webhook_filter(app, conf):
return WebhookMiddleware(app)

SOsCcon



AR QT AA HEB{A

Middlewa re 7HHEF SAMSUNG OPEN SOURCE CONFERENCE

In practice this middleware will call the url stored on the container as X-Webhook on all successful

object uploads.

If this example was at <swift-repo>/swift/common/middleware/webhook.py - you could add it to
your proxy by creating a new filter section and adding it to the pipeline:

[DEFAULT ]
log level = DEBUG
user = <your-user-name>

[pipeline:main]
pipeline = healthcheck webhook proxy-server

[filter:webhook]
paste.filter factory = swift.common.middleware.webhook:webhook_factory

[filter:healthcheck]
use = egg:swift#healthcheck

[app:proxy-server]

use = egg:swift#proxy

Most python packages expose middleware as entrypoints. See PasteDeploy documentation for more
information about the syntax of the use option. All middleware included with Swift is installed to support

the egg:swift syntax.
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In practice this middleware will call the url stored on the container as X-Webhook on all successful

object uploads.

If this example was @t <swift-repo>/swift/common/middleware/webhook.py fj you could add it to

your proxy by creating a new filter section and adding it to the pipeline:

[DEFAULT ]
log level = DEBUG
user = <your-user-name>

[pipeline:main]
pipeline = healthcheck webhook proxy-server

[filter:webhook]
paste.filter factory = swift.common.middleware.webhook:webhook factory

[filter:healthcheck]
use = egg:swift#healthcheck

[app:proxy-server]

use = egg:swift#proxy

Most python packages expose middleware as entrypoints. See PasteDeploy documentation for more
information about the syntax of the use option. All middleware included with Swift is installed to support

the egg:swift syntax.
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Middleware

Account Quotas

account_gquotas is a middleware which blocks write requests (PUT, POST) if a given account quota
(in bytes) is exceeded while DELETE requests are still allowed.

account_gquotas uses the x-account-meta-quota-bytes metadata entry to store the quota. Write
requests to this metadata entry are only permitted for resellers. There is no quota limit if x-account-
meta-quota-bytes is not set.

The account_quotas middleware should be added to the pipeline in your /etc/swift/proxy-
server.conf file just after any auth middleware. For example:

[pipeline:main]
pipeline = catch_errors cache tempauth account_ quotas proxy-server

[filter:account_guotas]
use = egg:swift#account quotas

To set the quota on an account:

swift -A http://127.0.0.1:8080/auth/v1.0 -U account:reseller -K secret post -m qi

SOsCcon
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env, start_response):
rcq - chuc;:'cnv:

. 1nbound_condition|
rl_"ll.-l.ll_LI.

. Logger.debug{ ' removed reguest headers: % removed )
gatekeeper_responsel{status
remoyed = TiLtery
h: self.outbound condition{h[@])
response_headers)
removed:
celf. logger.debug( ' removed
new_headers = filter

response_headers, exc_info=None):

gsponse headers: %s' % removed)

h: self.outbound condition{h[@])
response_headers)
start_response(status, new

i headers, exc_info)
start_response(status, response_headers, exc_info)
.applenv, gatekeeper
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proxy-server:
proxy-server:
proxy-server;.
proxy-server:
proxy-servern;:
proxy-server
proxy-server:
9 - 0.0023 RL
proxy-server:
proxy-server:
proxy-server:
proxy-server:
r_

proxy-server:
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Authenticating user token

Invalid user token - deferring reject downstream
Authenticating service token

Received request from

Aushonizingfnom.an.avannidingumiddlonany (txn: tx408905e8347848bb804db-00561edf09)
STDOUT: Hello World!! (txn: tx408905e8347848bb804db-00561edf@9)
men1A/0CH2015/23/00 (33 HEAD A /AITH 508f8a9c6f714c31bc5a760c6fb1071c HTTP/1.0 204 - Swift - - - - tx408905e8347848bb804db-00561edf0

- 1444863753.181557894 1444863753.183897972 -
Authenticating user token

Storing token in cache

Authenticating service token

Received request from user: user_id 27c9al3f@1fb4906b9bfflccl@f4bc2b, project_id 5d8f8a9c6f714c31bc5a76@0c6fbl@71c, roles Member,_membe

Using identity: {'roles': [u'_member_', u'Member'], 'user': u'nexusz99', 'tenant': (u'5d8f8a9c6f714c31bc5a760c6fb1071c', u'nexusz99')}

(txn: tx400505co547 0+0UUOUHUD-YUS0LIEUT UT)

proxy-servef :
proxy-servei.
proxy-server:

STDOUT: Hello World!! (txn: tx408905e834 ’848bb804db-00561edf@9)
GUToRTuserW It oS manserTusTuTeoune admin (txn: tx408905e8347848bb804db-00561edf@9) (client_ip: 127.0.0.1)
127.0.0.1 127.0.0.1 14/0ct/2015/23/02/33 GET /v1/AUTH_5d8f8a9¢6f714c31bc5a76@c6fbl@71c HTTP/1.0 204 - curl/7.35.0 cd@197188727... - -

- tx408905e8347848bb804db-00561edf@9 - 0.6387 - - 1444863753.179616928 1444863753.818366051 -
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All Projects
n openstack e werged

Change-Id:
Owner
Project
Branch

Topic
Uploaded
Updated
Status

156190045 e4a7 41188217 564a4de30e510135eb [
Samuel Merritt

Q openstack/swift

master

ratelimit

Sep 12, 2015 2:51 AM

Sep 29, 2015 1:10 AM

Abandoned

Documentation
Abandoned

Commit Message Permalink [El

Improve SLO PUT error checking

Previously, if you uploaded a segment reference with '{"size bytes":
null, ...}"' in it and the referenced segment was less than 1 MiB,
you'd get a response that looked like this:

HTTP/1l.1 400 Bad Reguest

Content-Length: 62

Content-Type: text/html; charset=UTF-8
X-Trans-Id: txd%eeib25896642098e4d9-0055dd4095a
Date: Wed, 26 Aug 2015 00:33:30 GMT

Each segment, except the last, must be at least 1048576 bytes.

This is true, but not particularly helpful, since it doesn't tell you
which of your segments viclated the rule.

Wow you get something more like this:

HTTP/1l.1 400 Bad Reguest

Content-Length: 49

Content=-Type: text/plain

X-Trans-Id: tx586e52580bac4956ad8e2-0055dd09c2
Date: Wed, 26 Aug 2015 00:35:14 GMT

Errors:
feegs/small, Too Small (minimum 1048576B)

It's not exactly a tutorial on SLO manifests, but at least it names
the problematic segment.

I also split the error checking into two steps: first, SLO does all
the checks it can without making any subreguests. If there are errors
in that first pass, like a size bytes that's *specified* as too small
or a self-referential manifest, then SLO returns those errors. This
way we don't waste time doing a bunch of HEAD reguests for something
we already know is bogus. Second pass is all the
HEAD=-regquest-and-check-matching stuff that SLO already does.

Change=-Id: I5619b045ed4eT741f98c2fa7564a4delile510£35%eb
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Blueprint -> HAE -> &9l -> Jjj&t -> I EZ|H -> HIY
SpecK|Qt -> HAE -> 20| -> Jj&t -> FEZ|E > HtY
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Comment & &3 O{LIM 3T 7|50 EQIE|U=A HO{FE & ULt

Original discussion was in working session At Vancouver sSummit.
Etherpads are around here:

https://etherpad.ocpenstack.org/p/liberty-swift-contributors-meetup
httpe://etherpad.openstack.org/p/liberty=-container=listing-update

TODO :
Add response example to https://github.com/openstack/api-site

DocImpact

Change-Id: Iba0503916fl4Bla20c5%ae%136436f40183ed4c5b
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Container Listing (GET account) Update (Support Last Modified timestamp)

Description: Currently swift returns "count”, *bytes” and "name” attributes for each container when container listing {with json/xml format) requ
container table on account db) to the response as well as object listing (GET container)
Purpose:
To make retrieving container metadata effective.
Use Case:

Imagine retrieving the metadata (e.g. x-container-meta-xxx, acl or 50 on) PERIODICALLY against to whole exisiting containers. Currently w
the metadata. Assuming a lot of containers (e.g. =1000) exist in the Swift and almost of containers DOES NOT be updated so frequently, if eack
are same as the one retrieved before.

If we keep the previous result (something like as a local cache) and there is the last modified timestamp in the GET account respanse, Wha
container's last modified timestamp and making HEAD requests for the containers which were updated . (i.e. if only one container updated sinc
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ARCHIVED, TRELLO NO ARCHIVED, TRELLO NO ARCHIVED, TRELLO NO

In Code Review Done or Closed
LONGER ACTIVE FOR EC LONGER ACTIVE FOR EC LONGER ACTIVE FOR EC

WORK WORK WORK GET handiing: Range reql
=3

Make reconstructor daemon run PYECLIB: Investigate Python GIL DOG: Gomplete section on EC
conditional on there being EC related concerns for multithreading performance considerations
policies. o1 =3

=¥

3.3.4.1: (spec) Add high le
Server modifications text

DOC: Best practices for EC f— Check diskfile handling of
Small file optimizations = Swift side: Support GET range frag_index
= o2 requests o3

Tvote = ©10

PYECLib: get_segment_info syntax Givete = ¢ .
Optimize ssync to not replicate .data and semantics. L]
file when only .durable is missing = ps5 = swift-ec-info tool Regular functional test me
(=3 = o1 support different policies

N =12
. . TODO: support a quarantine-

Quarantine removes multiple frag unknown location o _
archives? o EC support for swift-dispersino- 3.3.13.1: EC Configuratiol
o1 = support Tool

E P2 — n e
ECDiskFileWriter is calling

Cleaning up tombstones from handoff hash_cleanup_listdli twice

nodes after a sync_revert
©3

o3

-
GET partial PUT failure handling

Fsync dir after writing .durable

o5

ISSUE: GET path combined with

multiple Fl support is missing logic

to find the correct handofi/Fl
combination

= o3

3.3.3.6: GET handling of : Object
overwrite / PUT failure

= o8 [Hod

3.3.9.1: Performance Analysis

o
B 1

3.3.12.1: container-sync fi
container

= o2 o

copy from EC to replicatic
different objectcontroller ¢
used.

= e

-

DOG: Complete ‘Under th
sections’

& 06
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2014-08-13708:02:49 <nexusz89> Question! In DLO middleware, the segments are over l0ea, the seqment container listing is weird.

N - LT - - .

2014-08-13709:36:20 <mattoliverau> nexnszd9: listing our of order is probably because the list 1s being sorted alphabetically. 8o 1 and 10 are before 2 and 21 ete
2014-08-13709:36:38 <mattoliverau> *out of order

O| ot Eolle EHE0| Eot=2L, B2 225 ofH &Lt
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